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ABSTRACT: Web applications are composed of a network, transport, application, identity, and infrastructure stack,
while security monitoring is often distributed across intrusion-detection systems, web application firewalls, API
gateways, authentication services, and application logs. Analyzing these sources in isolation can lead to missing linked
events, inadequate alert context, and delayed or disproportional response actions. In this study, a risk-aware cross-layer
security framework is proposed based on the Adaptive Cross-Layer Security Framework (ACSF) and Machine
Learning Integrated Security Framework (MLISF) presented in the original thesis. The suggested architecture
incorporates TCP/IP-aware telemetry, pre-processing, and feature extraction, complementing machine-learning
detectors, contextual event correlation, and policy-governed mitigation. For labeled feature-based classification, we use
Random Forest. When appropriate data is available, we use Long Short-Term Memory (LSTM) for temporal sequences.
For anomaly scoring, we use Isolation Forest. The architecture also includes protections for automated action such as
confidence thresholds, impact assessment, audit trail, analyst escalation and rollback. Overall detection accuracy: 97.1%
False-positive rate: 2.1%. Mitigation success >96.9%. These are statistics supplied by the thesis, not results that we
computed ourselves. There is a latency inconsistency in the thesis: the abstract states detection latency < 110 ms,
whereas the conclusion states ~ 110-150 ms. As such, latency and mitigation claims must be validated against raw logs
before release. This paper provides a more explicit layered architecture, a reproducible evaluation process, a plan for
baseline comparison, and a measurement framework that isolates classification performance from operational
effectiveness. It does not promise that proposed ablation tests or validation steps are already performed. The practical
value of the framework needs to be proved with documented datasets, attack-trial denominators, model settings,
repeated experiments, and evaluation in different scenarios.

KEYWORDS: Machine Learning, Intrusion Detection, Anomaly Detection, Automated Response, TCP/IP, Random
Forest, LSTM, Web Application Security, Cross-Layer Security.

L. INTRODUCTION

Web apps power banking, commerce, education, public services, healthcare, collaboration, and cloud-hosted
information systems. Requests from their customer’s flow through a chain of components: clients, reverse proxies, load
balancers, network controls, application servers, identity services, APIs, databases, and container or cloud
infrastructure. The Transmission Control Protocol/Internet Protocol (TCP/IP) suite provides for interoperable
communication; however, the size of this environment presents many locations at which malicious conduct might
occur. An attack can start with an unusual connection pattern, then progress through repeated authentication failures,
and finally end with a malicious API call or an attempt to exploit an application vulnerability. Security monitoring with
only one component may fail to reconstruct the complete sequence.

Threats to this environment include DoS/DDoS (denial-of-service and distributed denial-of-service), injection attacks,
cross-site scripting, credential abuse, session hijacking, API abuse, scanning, and protocol anomalies. Common
application security concerns, such as broken access control, injection, security misconfiguration, authentication
failures, and logging or monitoring failures, are listed in the OWASP Top 10 [1]. Network-based intrusion detection
and prevention systems provide much-needed visibility into traffic and known signatures, and web application firewalls
monitor application layer requests. Security information and event management platforms consolidate logs. Each
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component provides different information; the difficulty is to coordinate their outputs without presuming that any
single source has total visibility [2, 3].

ML can support this coordination by finding patterns in structured data, by modeling temporal sequences, or by
emphasizing observations that deviate from a learned reference distribution. But a high categorization score does not
guarantee an operating system will be safe. Accuracy can be deceiving when there is a class imbalance. A model can
miss infrequent attacks; an alert may not have enough information; and an automated block can inconvenience genuine
users. Accordingly, detection, correlation, decision-making, mitigation, and verification should be considered discrete
but linked functions.

This paper presents a risk-aware cross-layer framework based on the ACSF and MLISF principles from the provided
thesis. The framework consists of five functional levels, including (i) TCP/IP-aware monitoring, (ii) preprocessing and
feature extraction, (iii) machine-learning-based detection, (iv) cross-layer event correlation, and (v) adaptive mitigation
and reaction. The design is not given as a freshly benchmarked system beyond what is in the thesis. Rather, it
formalizes the architecture and details the evidence required to support reproducibility and efficacy.

1.1 Problem Statement

Independent security controls may issue related occurrences as independent notifications. Without solid temporal
alignment, common identifiers, asset context, and correlation criteria, analysts could find it impossible to differentiate a
concerted attack from independent anomalies. Additionally, detector outputs differ from proven incidents: a model may
be ambiguous, a rule may be triggered by benign traffic, and an alert may not require an urgent disruptive response.
The research topic is thus how to integrate heterogeneous network and application observations with ML-based
detection and controlled mitigation while keeping performance, uncertainty, and operational risk measurable.

1.2 Aim and objectives

The purpose is to define and test an Al-based cross-layer security framework for TCP/IP web applications. The goals
are to (1) define a telemetry model that spans network and application sources; (2) combine supervised classification,
temporal analysis, and anomaly detection; (3) correlate events by time, session, asset, and identity context; (4) map risk
estimates to bounded response actions; (5) define a reproducible evaluation protocol for detection, latency, mitigation,
and resource use; and (6) identify limitations that must be addressed before deployment.

1.3 Research questions

Empirical validation is guided by four research questions. RQ1 asks, "Is the integrated framework better than a
selection of independent baselines on held-out traffic? " RQ2 is whether cross-layer correlation minimizes false alarms
or provides better incident-level precision when compared to independent alerting. RQ3 asks about the end-to-end
latency introduced by ingestion, inference, correlation, and response. RQ4: How does monitoring and automatic
mitigation impact throughput, CPU, memory, and success of legitimate requests? These are research propositions, not
results. The publication does not treat these questions as having been answered without the appropriate comparison
measures.

1.4 Contributions and Scope

The contribution is the definition of an integrated workflow where model outputs are interpreted within the framework
of cross-layer and policy restrictions. It also distinguishes stated thesis metrics from recommended assessment
processes, defines acceptable denominators, and proposes ablation tests to isolate contributions of detection,
correlation, and response automation. Scope is the protective monitoring of approved web application environments.
The architecture is not a replacement for secure code, patch management, identity controls, or incident-response
governance. Automated action should be reserved for approved defensive controls, and high-impact decisions should
be subject to review and reversal.

Table 1: Components of the framework and implementation details to be documented

Component Role in framework Source-described technology / evidence to report
Telemetry Collect network, WAF, API, identity and | Suricata, ModSecurity, application logs; list sensor
collection application events configuration and coverage

Container/testbed | Host services and controlled test scenarios | Docker and Kubernetes; specify versions, topology
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layer and resource limits
Event Normalize, search and correlate events Elastlg Stack; record ingestion pipeline, schemas and
management retention

Classify labelled events, model sequences, | Random Forest, LSTM, Isolation Forest; publish

ML detection flag anomalies hyperparameters and model versions

Document rule types, thresholds, action logs,

Mitigation Apply policy-governed defensive actions rollback and safety checks

Nelwork Lelemelry Application telemelry Contet ecos
TCPAP flows, DS WAF, APL aulh, logs asser, dentity, threat intel

normalisation and feature extraction
= aa
Randuin Fares. LSTH
labelled classification sequence analysis
Fsalation Farest Mitigate ¢
anomaly scere alert

|’ Cross-layer carrelation + policy gate

S
Layer 1-2: Ingestion, time alignment,

risk score, confidence, audit trail

Figure 1. Proposed Al-driven cross-layer security architecture.
II. PAST WORK AND RESEARCH GAP

2.1 Network and Application Security Surveillance

Early examination of security in TCP/IP showed the inadequacy of the assumptions of the protocols and the difficulties
of securing a layered suite as a whole [4]. Thus, modern defensive operations incorporate several controls: packet and
flow inspection, host monitoring, application-layer filtering, identity and access control, and centralized event
management. The NIST guideline on intrusion detection and prevention outlines network-based, host-based, wireless,
and network-behavior techniques and emphasizes the necessity of configuration, monitoring, and maintenance rather
than treating an IDS as a standalone product [2]. The web application security guidance also focuses on prevention,
secure design, validation, access control, and logging [1, 5].

The evidence is different for the controls. A network sensor can see connection length, packet rates, TCP flags, and
endpoints, but it may not detect application semantics in encrypted sessions. An application firewall can detect patterns
of suspiciousness in requests but may not know whether a source is generating a larger flood of connections. Credential
abuse is evident in authentication logs but requires session and network context to differentiate an attack from a user’s
repeated mistake. If there are identifiers and the time alignment is reliable, cross-layer correlation can link these
signals.

2.2 Intrusion Detection Based on Machine Learning

Supervised learning maps labeled examples to classes. Random Forest is a combination of decision tree models and
may capture non-linear relationships among structured flow or event features [6]. This approach is useful when there
are representative labels, careful feature creation, proper weighting of classes, and testing data reserved for evaluation.
Sequential models such as LSTM may model temporal dependencies and are applicable when the input is an ordered
sequence rather than an unordered row of flow statistics [7]. Isolation Forest uses a recursive partitioning strategy to
identify anomalous observations and is applicable in settings where labels are missing or inadequate [8]. The
approaches make different learning assumptions, and one should not mix their scores naively without calibration or an
explicit choice procedure.

Research on intrusion detection has employed benchmark datasets such as KDD Cup 1999 [9], NSL-KDD [10],
UNSW-NBI1S5 [11], and CICIDS2017 [12]. These resources are beneficial for controlled comparison but differ in
capture settings, feature sets, attack distributions, and age. Benchmark results are not the same as performance on a real
enterprise application. Dataset provenance, train/test separation, feature leakage, duplicate records, temporal drift, and
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attack-family imbalance can significantly affect the results reported. A thorough study should specify each dataset and
version, publish the split technique, present class-wise metrics, and preferably test transfer between datasets or settings.

2.3 Security analytics and correlation of events

Centralized logging and security analytics allow analysts to search across events from disparate products. Correlation
can be performed on timestamps, source and destination addresses, session IDs, user accounts, container IDs, request
IDs, and asset criticality. But correlation is risky in itself: clock skew can lead to misordered events, NAT and proxies
can hide the origin, identifiers might be missing, and high-volume traffic can produce noisy connections. The system
should retain source-event references and offer a justification for each correlation choice so that an analyst can trace a
high-level incident back to evidence.

Zero-trust architecture focuses on explicit access decisions and the protection of resources, rather than trusting based on
network location [13]. This idea complements cross-layer monitoring, in that the correlation engine can provide
context, but access permission should still be driven by identity and resource policy. Threat-intelligence feeds can
provide reputation or known-indicator context, although indicators can be old, shared by benign and malevolent people,
or incomplete. Therefore, reputation ought to be part of a risk assessment, not an automatic finding of guilt.

2.4 Automated response and operating risk

Automation can minimize time to containment, but misblock might produce its own availability incidents. Challenge
methods, interim rules, session termination and host isolation, and rate limitation differ in their severity and
reversibility. The decision process should take into account confidence, agreement in the evidence, asset criticality,
possible impact, and the cost of a false positive. A high confidence, corroborated incident may warrant a narrowly
scoped temporary block, whereas a low confidence anomaly may merit logging and analyst evaluation. All activities
should be time-bounded if possible, tracked, and reversible.

2.5 Gap in research

The original thesis highlights the combination of network monitoring, ML-based detection, cross-layer correlation, and
adaptive response as the main impetus for ACSF and MLISF. The gap is not only a lack of ML classifiers. The question
is if the combination of heterogeneous telemetry and a regulated response policy produces quantifiable improvement
over component-level techniques, without excessive latency or service disruption. Existing detector scores alone are not
enough to address the question. The suggested evaluation thus separates (a) event-level classification, (b) incident-level
correlation, (c) successful mitigation, and (d) operational overhead. To prove uniqueness or superiority, we must
compare against stated baselines and run ablation tests, not only show architecture diagrams.

1. Callect 2. Prepare 3. Detect 4. Correlate 5. Decide 6. Respond 7. Learn
etwork + applicatio Clean, align, RF + LSTM + "Join events; assesS T Policy gate; risk Alert, throttle, Audit, review,
telemetry extract features Isolation Forest  [chntext and confidendd and impact check block or isolate retrain safely

Figure 2. End-to-end detection and response workflow.

III. PROPOSED FRAMEWORK AND METHODOLOGY

3.1 Design concepts

The proposed architecture is based on five concepts. First, telemetry is acquired only from authorized assets and
according to defined data processing guidelines. Second, the preprocessing must be fitted to training data exclusively to
prevent information from leaking. Third, ML detectors are complementing components, not interchangeable
algorithms. Fourth, correlation and policy judgments must be traceable to source events. Fifth, mitigation must be
appropriate, reversible, and evaluated in terms of security benefits and effects on legitimate service.

The architecture is shown in Figure 1. The end-to-end workflow is shown in Figure 2. Figure 3 shows the different

evidence sources and their relationships. The architecture is taken from the source thesis; the diagrams are conceptual
representations and not an implication that every integration has been experimentally proven.
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3.2 Layer 1: Monitoring aware of TCP/IP

The first layer gathers traffic and security observations from network sensors, web application firewalls, API gateways,
identity systems, application logs, and host or container telemetry. Candidate flow features include protocol, duration,
packet and byte counts, TCP flags, connection state, and rates. Application characteristics may include HTTP method,
normalized route, status code, request size, response size, authentication result, rate per account/token, and selectable
validation outcomes. This infrastructure context may have workload identification, container or service name, resource
usage, and asset criticality.

Collect only so much personal information as is necessary for the purpose. Payload capture can expose credentials,
tokens, or sensitive user content. Metadata and redacted structured fields should be used wherever possible. Logs
should be role-limited , retained for as long as needed , and protected against tampering . The framework should also be
able to deal with encrypted traffic, proxies, load balancers and network address translation that might restrict or alter
the semantics of observed addresses and connection attributes.

3.3 Layer 2: pre-processing and feature extraction

The preparation pipeline should do schema validation, delete exact duplicates when justified, impute missing data,
normalize numeric features when justified by the model, encode categorical variables, and align event timestamps.
Missingness should not be assumed to be innocuous behavior by default but may mean sensor failure or inadequate
visibility. Feature extraction should exclude identifiers that expose the label or that are duplicates of the goal outcome.
For example, if all malicious samples come from a specific attack host, the source address may allow memorization
instead of learning behavior that generalizes.

Split training, validation, and test sets before fitting transforms or picking features. If records are time dependent, a
time-based split is usually more informative than a random row split. If the same sessions or near-duplicate flows can
occur across partitions, consider group-based isolation. Any resampling or synthetic minority oversampling should only
be done within the training folds. The final report must specify the use of any missing-value treatment, scaling,
encoding, feature selection, class balance, and random seeds. 3.4 Layer 3: complementary ML detectors

The architecture employs three candidate detectors.

Random Forest. A supervised Random Forest transfers a feature vector $x$ to a class prediction and, when properly
calibrated, to a probability estimate. It is suitable for organized traffic and event features and can describe non-linear
feature interactions. Relevant parameters are number of trees, maximum depth, minimum samples per leaf, class
weights, feature-subsampling approach, and random seed. These configurations are to be reported from the actual
experiment, not described by the source material available for this revision.

Long Short-Term Memory (LSTM) network. An LSTM is appropriate when events are organized into meaningful
sequences, such as repeated authentication attempts, or fluctuations in request rates over a particular time frame. The
manner in which a sequence is constructed must define the window length, stride, ordering key, padding or truncation,
and target alignment. Randomly mixing individual rows prior to sequence building would remove temporal
information. Document the model complexity, learning rate, optimizer, batch size, epochs, early-stopping rule, and
hardware. You cannot argue that LSTM adds value without comparing its performance with a non-sequential baseline.

Isolation Forest. Isolation Forest assigns an anomaly score to a point based on how easy it is to isolate by randomly
splitting the data. It may be useful for identifying abnormal behavior outside the labeled training data, although
anomaly is not necessarily malicious. The choice of threshold should be driven by validation data and a documented
false alarm budget. Instead of a direct translation of each outlier to a block action, the system should keep the score and
the appropriate feature context.

A practical ensemble may combine the outputs of the detectors with a calibrated weighted score or rule-based policy. If
model outputs are not calibrated, a naive average of scores can be misleading. Thus, the research proposes to log the
score, calibration process, confidence threshold, and contribution to the final judgment for each detector. The precise
fusion strategy has to be chosen and tested in experiments.
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3.5 Layer 4: cross-layer linkage of events

The correlation engine clusters linked observations into candidate occurrences. Useful keys are timestamps with
tolerance, request or session IDs, source and destination tuples, account or token identities, service identification, and
asset relationships. Correlation can be rule-based, window-based, or graph-oriented. A simple implementation would
trigger an incident when several independent signals happen within a given time frame. For example, an odd
connection burst, a series of failed logins, and a string of denied API requests can occur in succession. This is a pattern
example, not a claimed attack outcome.

The engine must be able to differentiate between direct matches and inferred relationships. Each incident must maintain
the original event IDs, source system, event time, ingestion time, correlation rule, missing-context indicators, and
confidence. Document clock synchronization, delayed logs, proxy rewriting, NAT, and partial sensor outages. A
correlation finding should not obliterate disagreement among detectors; contradictory evidence is operationally
significant and may support a lower confidence action.

3.6 Layer 5: Risk Sensitive Mitigation

The response layer maps the incident context to a constrained action. Candidate answers include alerting, additional
logging, rate limitation, CAPTCHA or step-up authentication, temporary IP or token restrictions, session termination,
WAF rule activation, and isolation of a compromised workload. The least disruptive measure that could reduce risk
should be preferred. Response decisions should be based on the confidence of the evidence, the number of independent
sources, the criticality of the target asset, the likely harm if the alarm is false, and the projected duration of the action.

A risk-tiered decision route is shown in Figure 5. Low-confidence events are logged and escalated. Medium-confidence
events may prompt reversible rate limits or additional verification. If multiple sources report events with high
confidence, interim containment may be taken under an approved policy. Emergency activities still need to be reported
and audited. If the automation is causing too many genuine requests to fail or the telemetry is unreliable, a circuit
breaker should disable it. Before deployment, test the rollback procedures and create an allow list for important
management endpoints.

3.7 Implementation environment

The source thesis describes the use of Docker, Kubernetes, Suricata, ModSecurity, and Elastic Stack. These solutions
provide a containerized testbed, network intrusion detection, web request filtering, and centralized log management.
The paper also does not infer the exact hardware specifications, versions, dataset sizes, or model hyperparameters as
these are not specified in the document provided. Table 1 distinguishes between source-described components and the
implementation details that require documentation. Reproducibility needs an environment manifest, configuration
export, dependency version, data-preparation script, and versioned experiment log.

3.8 Experimental setup and baselines

Use a held-out test set and report findings by attack class and benign traffic. Four baselines are proposed: (B1) a
selected traditional IDS/WAF setup; (B2) a standalone supervised ML detector without cross-layer correlation; (B3) the
detector with correlation enabled but response automation disabled; and (B4) the entire framework with policy-driven
mitigation. The architecture allows us to separate if the gains are a function of the classifier, the correlation, or the
response process. Where technically feasible, baselines should be set up equally and run on the same test
circumstances.

Where the testbed supports repeated runs, at least three separate repeats are advised, although the actual number should
be decided according to the resources available and reported honestly. Report the mean and dispersion, confidence
intervals when appropriate, and paired comparisons when the same situations are evaluated under different conditions.
If the data set only has one fixed split, assertions concerning variability should be restrained. In time series or repeated
attack studies, the independent unit may be the session, run, or attack trial, rather than each packet. A denominator must
match the design.

3.9 Metrics and definitions

In binary classification, accuracy is $(TP+TN)/(TP+TN+FP+FN)$, precision is $TP/(TP+FP)$, recall is
$TP/(TP+FN)$, and F1 is the harmonic mean of precision and recall. The false positive rate is SFP/(FP+TN)$, with the
caveat of the definition of negative observations mentioned above. Macro-F1 is the average of the F1 values of each
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class equally weighted. This metric is important when the attack classes are uneven. The area under the precision-recall
curve can be instructive when positives are infrequent. Aggregate metrics should be shown together with the confusion
matrix and per-class data.

Latency necessitates both a beginning and an end. Model inference latency assesses the prediction stage; detection
delay may start when relevant telemetry becomes observable; and end-to-end response latency ends when the defensive
control is implemented and verified. Mitigation success should be calculated as the number of successful eligible attack
trials divided by the total number of eligible attack trials under a predeclared criterion. But an effective answer must be
operationally proven, not assumed from the promulgation of a rule. These evaluation dimensions are summarized in
Figure 4.

3.10 Statistical and reproducibility safeguards

Data leakage is a significant danger to authenticity. Don’t use test labels to transform features, select features, adjust
thresholds, or search for hyperparameters. Lastly, one needs to consider duplication of dataset and temporal overlap.
Class counts and split boundaries should be included in the paper. If a statistical test is applied, report the test, unit of
analysis, assumptions, effect size, and exact p-value. A p-value alone does not indicate the practical significance of the
results. Statistical validation is reported as p < 0.001 in the thesis, but the publication does not provide enough material
to support that claim independently. It should not be preserved as a verified result unless the original analytic outputs
support it.

Application APl rate, authentication outcomes

l

TCP flags, ports, retransmissions,
connection duration and state

HTTP metheds, URI patterns, status codes, ’

Transport

i Time / session

Internet IP reputation, source/destination, ’

route and packet-rate context

|

Process events, container identity,
resource use and host logs

Access / host

Figure 3. Cross-layer telemetry and contextual correlation.

Table 2. Candidate telemetry and derived feature groups

Source layer Candidate features Key caveat

Network / Protocol, duration, packet and byte rates, TCP Encryption, NAT and proxies may limit

transport flags, connection state endpoint attribution

Application / Method, normalized route, status code, request Avoid retaining secrets or unnecessary payload

API size, response size, request rate content

Identity / session | Authentication result, failed-login rate, Pseudonymize identifiers and restrict access
token/session identifier, privilege change

Host / container | Workload identity, CPU/memory, process Sensor coverage and clock skew affect
events, service identity completeness

Context Asset criticality, reputation, change window, Threat-intelligence indicators may be stale or
known maintenance shared

Table 3. Machine-learning components and validation requirements

Model Intended role Input assumptions Validation requirement

Random Supervised classification | Structured labelled examples Per-class metrics, feature leakage

Forest checks, calibration

LST™M Temporal sequence Ordered events with defined Compare with non-sequential
modelling windows baseline; report window and
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training settings
Isolation Anomaly scoring Reference distribution of normal or Threshold selection on validation
Forest mixed observations data; measure false-alert burden
Fusion / Combine evidence for Comparable or calibrated scores plus | Ablation tests; document
policy incident decision event context weighting, thresholds and
confidence handling

Detection quality Accuracy, precision, recall, macro-F1, PR-AUC

Alert burden False-positive rate per benign event / time

Speed Detection latency and end-to-end respanse latency

Operational cost Throughput, CPU, memary, dropped requests.

Robustness Per-attack recall. drift, cross-envirenment performance

—_— —— — ——— ——
(N ) NN ) W ) VN ) SR V—

J(
)
J
Migation ] [ Successtul il eligile attack rials
)
J

Figure 4. Evaluation dimensions for a reproducible security study.

Table 4. Performance figures reported in the source thesis (not independently recalculated)

Indicator Value in source thesis Interpretation / verification needed
Overall detection 97.1% Recalculate from held-out predictions and confusion
accuracy matrix
False-positive rate 2.1% Confirm negative-class definition and denominator
Mitigation success Greater than 96.9% Report successful trials / eligible trials and success
criterion

Average detection Abstract: under 110 ms; Inconsistent across thesis sections; reconcile raw logs
latency conclusion: approximately 110— and stage definitions

150 ms

IV. RESULTS AND DISCUSSION

4.1 Performance reported in thesis

The thesis at hand claims an overall accuracy of 97.1% in detecting threats, a false-positive rate of 2.1%, and a
mitigation success rate of over 96.9%. The abstract says < 110 ms average detection latency, while the conclusion says
around 110-150 ms. The values given in Table 4 are those published in the source, and no recalculation is done. The
publication does not contain raw prediction files, confusion matrices, counts of attack trials, traffic captures, or
response logs that would allow for independent recalculation.

The accuracy result suggests a high aggregate classification rate under the thesis’s experimental settings, but it does not
by itself demonstrate generalization. If benign traffic is dominant in the test set, a high accuracy can coexist with a poor
recall for less frequent attacks. The 2.1% false positive rate may be informative of alert burden; however, how we
define a negative example and how a denominator was created influences the conclusion. Also, a per-event false
positive rate doesn't simply translate into the number of instances an analyst might analyze every hour or day.
Therefore, operational reporting should contain classification metrics and alert volume at the rate of target traffic.

The 96.9% mitigation success indicated above is a separate mitigation success claim, not a detection accuracy claim. A
definition of a successful trial, the number of qualifying trials, the assault scenario, the response performed, and proof
that the attack was materially curtailed are required. If the determinant is just successful or full trials, the proportion
may exaggerate effectiveness. The publication should publish counts, e.g., successful trials / total eligible trials, along
with the percentage. Here no count is implied, as the provided document does not offer it.
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4.2 Latency mismatch

Specifically, latency should be considered. Detection latency in the source thesis abstract is under 110 ms, whereas in
its conclusion it is around 110-150 ms. These assertions are unequal and should not be combined in a single estimate.
Please cross-check the original tables, experiment logs and definitions to see whether the values correspond to different
stages (e.g. model inference vs. end-to-end detection) or an editorial inconsistency. The manuscript has to specifically
label latency as unresolved until resolved. It should not advertise a verified <110ms answer.

Latency should be monitored at multiple points: availability of telemetry, completion of preprocessing, output of
detectors, completion of correlation, command of response, and validated mitigation. Only reporting the model
inference time can underestimate the operational delay. Median, 95th percentile, and 99th percentile are useful because
security events often happen under load, when tail latency matters. Use synchronized clocks or a single monotonic
source of measurement for timing. Document concurrent traffic and system load for repeated runs.

4.3 What architecture can add—and what it cannot guarantee

Cross-layer correlation enhances context by correlating a network abnormality with authentication or application
events. This approach may also help to prevent redundant warnings by grouping relevant observations into an incident.
Correlation can generate spurious links when the time span is too wide, identities are repeated, or infrastructure is
shared between unrelated users. It may also cause processing slowness. So RQ2 asks for a direct comparison of
precision, recall, false-alert volume, and latency at alert level and incident level with correlation on and off.

Random Forest, LSTM, and Isolation Forests complement modeling assumptions. Combining three algorithms does not
ensure better performance. Random Forest may be powerful on structured characteristics. LSTM may be beneficial
where sequence order involves signal isolation. Forest may flag previously unlabeled deviations. But the anomaly
detection may produce false positives on valid new workloads, while the sequence model may overfit a specific traffic
pattern. We should compare in ablation research each detector alone, the fusion approach used, and the whole cross-
layer pipeline. Without these tests, the study should present the complementarity as a design logic, not a performance
advantage.

Automation can decrease the time to contain a threat, but you need to weigh the advantages against the potential for
false blocks and their impact on availability. A temporary block can work well against a malicious source but be
disastrous when a shared proxy or carrier-grade NAT address is utilized by numerous legitimate users. Safer initial
answers may be to rate limitations or step-up verification. The risk gate and rollback mechanism of the framework is
therefore not an optional add-on but a necessary design control. Evaluation should include benign-request success rate,
false-block duration, recovery time, and number of actions that need to be manually reversed.

4.4 Baseline comparison and ablation schedule

A suggested comparison matrix is given in Table 5. It’s a process, not a table of made-up performance data. Run the
same test cases on each setup. B1 provides the operational baseline, B2 assesses the utility of ML classification, B3
separates the impact of cross-layer correlation, and B4 measures the whole workflow, including response automation.
Report the following metrics: accuracy, macro-F1, recall per class, false-positive rate, detection latency, response
latency, success of mitigation, throughput, CPU usage, and memory usage. If the inputs are not identical, the
differences in visibility should be reported as a limitation.

The comparison must show ablations for the three types of detectors. You can remove one detector at a time to see if it
provides any distinct value or just raises computational expense. An ablation of correlation should be between incident-
level and event-level outcomes. A response ablation should differentiate between detection-only mode and mitigation-
enabled mode (including service disruption). The framework should be evaluated under varying traffic rates and benign
workload shifts to determine thresholds at which the performance declines.
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4.5 Validity threats

Construct validity. Operational definitions should be given for the terms “attack detected," "incident," “false positive,"
and “mitigation success." A model prediction does not mean there is a security problem. Containment is not a reaction
order.

Internal validity. Performance could be inflated by data leakage, repeated flows, attack-host IDs, temporal overlap,
incorrect class sampling, or threshold adjustment on the test set. These problems should be audited in the experimental
procedure. If a step was not documented in the original thesis, the manuscript should not infer that it was done.

External validity. The thesis describes a controlled test bed. Production traffic can have more heterogeneous clients,
encrypted connections, legacy programs, cloud services, shifting workloads, and infrequent events. Only after testing
performance across contexts and datasets may one claim generality.

Statistical Conclusion Validity The assertion with p < 0.001 requires clarification regarding the test method, sample
size, independence assumptions, effect magnitude, and the underlying data. If the experimental unit is the run, repeated
packets from a single attack run should not be viewed as independent experiments. Confidence intervals and paired
analysis are preferred if the design permits them.

Real enterprise. Long-term maintenance, model drift, retraining, personnel effort, hardware cost, and incident-response
governance can significantly impact deployment. These factors are noted as limitations in the source thesis and should
be taken into account in any field pilot.

4.6 Implications for implementation and governance

A sensible deployment should start in passive or alert-only mode. During this phase, the team can compare alerts with
analyst findings, measure false positives, and modify correlation rules without impacting user traffic. A subsequent
controlled phase may allow for reversible rate limits or further authentication for certain classes of attacks. High-impact
blocking should only be enabled after a documented acceptance test and a process for operational rollback. The
deployment checklist needs to include access permissions, data minimization, model versioning, configuration backup,
audit integrity, detector health monitoring and emergency disablement. Traceability is especially important where false
positives impact real users.

Alert | anomaly
observed

T

Correlate evidence
and estimate risk

—

Policy and confidence
gate

=

High confidence:

xr
Low confidence: Medium canfidence
contain with rollback

lag + analyst review rate limit / challenge

I

- L2

Verify autcame, audit,
restore or escalate

Figure S. Risk-tiered mitigation with human oversight.

Table 5. Proposed baseline and ablation comparison

Configuration Correlation Automated mitigation | Purpose

B1: conventional | Product-native / none Existing baseline policy | Establish operational baseline
IDS/WAF

B2: standalone ML | Off Off Measure incremental value of ML
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detector classification

B3: ML + cross-layer | On Off Isolate effect on incident precision and

correlation alert burden

B4: full integrated | On Policy-gated Measure end-to-end detection and

framework response outcomes

Ablations Remove one detector | Held constant where | Estimate each detector's incremental
at a time feasible contribution

Table 6. Recommended metrics and operational definitions

Metric Definition / reporting guidance

Accuracy (TP + TN) /(TP + TN + FP + FN); report with class distribution

Precision / recall / F1 Report per class and macro average; include confusion matrix

False-positive rate FP / (FP + TN); state what constitutes a negative event

Detection latency Define start as telemetry availability and end as detector/correlation output; report
percentiles

End-to-end response | Time from observable event to verified mitigation, not merely command issuance

latency

Mitigation success Successful eligible attack trials / all eligible trials under predeclared criteria

Operational overhead Throughput, CPU, memory, dropped requests and benign-request success

Robustness Per-attack performance, drift sensitivity, and cross-dataset / cross-environment
results

V. CONCLUSION AND FUTURE WORK

In this paper, the principles of ACSF and MLISF have been adapted into a risk-aware cross-layer security framework
for TCP/IP-based online applications. The design ties together heterogeneous telemetry, preprocessing, Random Forest
classification, LSTM sequence analysis, Isolation Forest anomaly scoring, event correlation, and policy-driven
mitigation. Its basic thesis is that good security is more than a high classifier score. Evidence needs to be contextualized,
reaction measures need to be proportionate, and both security outcomes and operational expenses need to be monitored.

The source thesis reported an overall detection accuracy of 97.1%, a false positive rate of 2.1%, and mitigation success
above 96.9%. Values provided in the thesis require confirmation by reference to the original experimental records. The
discrepancy between the sub-110 ms latency in the abstract and the ~110-150 ms in the conclusion needs to be
reconciled for a publication ready claim. The paper does not report new experimental measurements, nor does it claim
that the proposed baseline comparisons have been done before.

The next stage should provide the actual names and versions of the datasets, preprocessing pipeline, class distributions,
train-validation-test splits, hyperparameters, random seeds, hardware and software versions, baseline setups, and raw or
adequately anonymized outcome tables. Evaluation metrics should contain class-specific metrics, confidence intervals
where justified, latency percentiles, attack-trial denominators, throughput impact, and benign-request success. The
ablation tests are to identify the contribution of each detector, cross-layer correlation, and automated response. Testing
in different datasets or operational settings would give more proof of generalizability.

Explainable ML, privacy-preserving collaborative learning, drift-aware re-training, edge-based security orchestration,
and trusted threat intelligence sharing can be conducted in future research. Any adaptation process must have defenses
against poisoning, model evasion, and unauthorized policy modification. A staggered deployment with human
supervision, the ability to roll back, and ongoing monitoring is recommended before enabling the autonomous high-
impact mitigation. Overall, the paradigm provides a consistent research path, but the reproducibility and independent
empirical validation are still required to verify the practical effectiveness.
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